' certificate2.p12

doc.pdf

¢ Dsignerlnstaller.exe
B serial.txt
Test_Dsigner.html

B username_password.txt

Dsigner Installation Process

Date modified

12/26/2024 11:35 AM
4/17/2025 4:00 PM
6/6/2025 1:10 PM
3/31/2025 12:16 PM
3/30/2025 5:04 PM

6/9/2025 3:17 PM

Personal Information

Personal Information ...

Chrome HTML Docu...

Application

Text Document

Chrome HTML Docu...

Text Document

1) When you extract the zipped Dsigner folder, you will see these files.

5KB
1,124 KB

159,190 KB

Nare Date modified Type

B certificate1.p12

Personal Information ... 5KB

B certificate2.p12 5K8
User Account Control

B docpdf 1,124 kB

« Dsignerinstaller.exe Do you want to allow this app from an 59,190 KB

B scriolixt unknown publisher to make changes to your e

ice?
Test_Dsignerhtml device? 3KB
B username_password.txt 1KB
Dsignerlinstaller.exe

Publisher: Unknown
File origin: Hard drive on this computer

Show more details

3) Click on the 'Next' button.

B Dsigner Client Setup = X

Welcome to the Dsigner Client
Setup Wizard

This will install Dsigner Client 1.0 on your computer. It is
recommended that you close all other applications before
continuing. Click Next to continue.

Next > Cancel




4) Now select 'l accept the agreement' and click 'Next'.

- s - —
B Dsigner Client Setup = X
2
License Agreement -\Q
Read the following important information before continuing.

Please read the following License Agreement. you must accept the terms of
this agreement before continuing with the installation.

IMPORTANT: PLEASE READ THIS LICENSE AGREEMENT
CAREFULLY BEFORE INSTALLING OR USING THE DSIGNER  §
COMPONENT SOFTWARE. BY INSTALLING, COPYING, OR
OTHERWISE USING THE SOFTWARE, YOU AGREE TO BE
BOUND BY THE TERMS OF THIS AGREEMENT.

1. Grant of License
Subject to the terms and conditions of this Software License
Agreement, Radiant nepal info tech grants you a non-exclusive,

nan_trancfarahla limitad linanca tn inctall and 11ca tha Neinnar

Oil accept the agreement?

() 1do not accept the agreement

< Back Next > ] Cancel

5) User Name and Organization are optional, but you may enter your own if you like. For the
Serial Number field, open the serial.txt file that you extracted earlier and copy the serial

number from there. Once the serial number is validated, the 'Next' button will be enabled—
then click it.

B certificatel.p12 D Dsigner Client Setup

. certificate2.p12 User Information
Please enter your information

doc.pdf

¢ Dsignerlnstaller.exe User Narne:
B serial.txt devra
Test_Dsigner.html Organization:

B username_password.b

Serial Number:

Cancel




6) If youwantto change the destination folder, you can do so now. Then click 'Next'. This is the
folder where the required Dsigner files will be installed.

=) Dsigner Client Setup — X

=
Select Application Folder @

Please choose the directory for the installation.

~ Setup will install Dsigner Client in the folder shown below.

To continue, click Next. If you would like to select a different folder, click
Browse.

Destination Folder

C:\Users\devra\Programs\Dsigner\ Browse...

Required free space: 169.9 MB
Available free space: 9.2 GB

< Back Cancel
7) Click on the 'Next' button.
F@ Dsigner Clire:tA;eAtAuLp - = X
Select Additional Tasks Zé

Which additional tasks should be performed?

Select the additional tasks you would like setup to perform while installing
Dsigner Client, then click Next.

Additional icons:
Create desktop icon

Create start menu folder

< Back [ Next > ! Cancel

8) Once the installation is complete, the readme.txt file will open. When you click 'Run’, it will
show the instructions on how to install the root certificate required for the WSS
(WebSocket Secure) connection. You can follow the steps mentioned there. Alternatively,
you can right-click the Dsigner shortcut on your desktop, select 'Open file location'.



[

"!r

Network

Recycle Bin

Control Panel

DsignerClient

9) Copy the destination folder path from there.

X +
C:\Users\devra\Programs\Dsigner

C:\Users\devra\Programs\Dsigner

Name Date modified Type

. app 6/6/2025 1:22 PM File folder

I assets 6/6/2025 1:22 PM File folder

M certificates 6/6/2025 1:22 PM File folder
DSignerClient.exe / Application

B Readme.txt Te:

10) Searchforcmd in the search option in the taskbar and Select "Run as administrator."

& o Apps Documents ~ Web  Settings Folders Phc » 27 Q

Best match

Command Prompt D
System

Apps Command Prompt

System
4 Git CMD

= Developer Command Prompt for
VS 2022

Open

Run as administrator
— X64_x86 Cross Tools Command - 3
= Open file location
Prompt for VS 2022
Pin to Start
Search the web
Pin to taskbar

Q_ emd - See more search results




11) Inthe Command Prompt, type the following command and press Enter:
a. certutil -addstore -f -enterprise -user root <paste location here>\certificates\certificate.crt

Note:- Replace <paste location here> with the folder path you copied earlier
(e.g.,C:\Users\username\Programs\Dsigner).

C:\Windows\System32>certutil -addstore -f -enterprise -user root C:\Users\devra\Programs\Dsigner\certificates\certificate.crt
root "Trusted Root Certification Authorities"

Signature matches Public Key

Related Certificates:

Serial Number: 707b993c266ebcf168ce95937da@5ba763febel2
Issuer: CN=localhost, O=Radiant infotech nepal, L=Kathmandu, S=Bagmati, C=NP
NotBefore: 2/2/2025 2:07 PM

NotAfter: 1/31/2035 2:07 PM

Subject: CN=localhost, O=Radiant infotech nepal, L=Kathmandu, S=Bagmati, C=NP
Signature matches Public Key

Root Certificate: Subject matches Issuer

Cert Hash(shal): f2c699e6cf8d54dca55d01c2dbebbl431fde620b

Certificate "localhost" already in store.
CertUtil: -addstore command completed successfully.

C:\Windows\System32>

12) Now you need to install the Soft Token, also known as the Digital Certificate. You will find it
in the folder you extracted earlier. Double-click the file to begin the installation.

Name

B certificatet.p12 Welcome to the Certificate Import Wizard

B certificate2.p12
doc.pdf This wizard helps you copy certificates, certificate trust lists, and certificate revocation

lists from your disk to a certificate store.
¢ Dsignerlnstaller.ex

B serialtxt A certificate, which is issued by a certification authority, is a confirmation of your identity

and contains information used to protect data or to establish secure network

. connections. A certificate store is the system area where certificates are kept.
Test_Dsigner.html ¥: D

. username_passwor Store Location

© Current User

O Local Machine

To continue, dick Next.

[ Cancel




13) Click on the 'Next' button.

& &* Certificate Import Wizard

File to Import
Specify the file you want to import.

File name:

-webapp\Crypto \exe \provider \Dsigner \certificate 1.p 12 Browse...

Note: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 (.PFX,.P12)
Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P78B)
Microsoft Serialized Certificate Store (.SST)

14) Enter the password '1234", If you want a password prompt each time you sign a PDF or use
this certificate, enable 'Strong private key protection'. Then click 'Next'.
X

& &* Certificate Import Wizard

Private key protection
To maintain security, the private key was protected with a password.

Type the password for the private key.

Password:

1234

8 Display Password

Import options:

[C)Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[[JMark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Protect private key using virtualized-based security(Non-exportable)

@ Include all extended properties.

Cancel



15) Click on the 'Next' button.

~

& &+ Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

© Automatically select the certificate store based on the type of certificate
(O Place all certificates in the following store

Certificate store

Browse...

Cancel

16) Click on the 'Finish' button.

& & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have spedified the following settings:

Automatically determined by the wizard

Content PFX

File Name C:\Devraj\digital-signature-python-webapp\Crypto\exe \prov

Certificate Import Wizard X

o The import was successful.

Finish Cancel



17) Now you're ready to run Dsigner. Click on the desktop shortcut to open it.

—

—

This PC

| b

—

Network

=

Recycle Bin

L

Control Panel

DsignerClient

18) You will now be prompted to enter your username and password. You can find them in the
extracted folder, inside the username_password.txt file. The validity depends on your
subscription plan. Enter the credentials and click 'Login’.

Name

l certificate1.p12

B certificate2.p12

docpdf Welcome Back!
¢ Dsignerlnstaller.exe LOgin to Dsignel’

B serial.txt
i m
. username_password.txt

Password

Remember Me




19) Once your login is validated, Dsigner will start running. You will see the Dsignericon in the
taskbar tray. Right-click the icon and select 'Open’.

20) Here, you will see that Dsigner is ready to accept connections on the specified port using
the WSS protocol.

B WebSocket Server Logs — (m] X

2025-06-16 10:58:15 - INFO - Application started.
2025-06-16 10:58:15 - INFO - server listening on 127.0.0.1:8080
2025-06-16 10:58:15 - INFO - Server started at wss://127.0.0.1:8080

21) Now open the extracted folder. There is a file named Test_Dsigner.htm!{ which you can use
to test and sign files offline. You can also use its code as a reference to integrate Dsigner
with your application.

Name Date modified Type

' certificate1.p12 12/26/2024 6:01 PM Personal Information ... 5 KB

' certificate2.p12 12/26/2024 11:35 AM Personal Information ... 5KB
doc.pdf 4/17/2025 4:00 PM Chrome HTML Docu... 1,124 KB

¢ Dsignerlnstaller.exe 6/6/2025 1:10 PM Application 159,190 KB
. serial.txt 3/31/2025 12:16 PM Text Document 1KB
est_Dsigner.html 3/30/2025 5:04 PM Chrome HTML Docu...

. username_password.txt 6 AP, Text Document




22) Once you open the HTML file, you will see that the connection is successful.

This page says

first {"status": “connected”, “message": "Connection established"}

23) For the APl documentation, there is a file named doc.pdf in the extracted folder. Open and
read it to learn how to use the API for signing PDFs, validating signatures, or signing and
validating forms.

Name

-4 certificate1.p12

! certificate2.p12

B How To Integrate Our application in Your End.
doc.pdf

- Api Prameters Explained :-
¢ Dsignerlnstaller.exe

. serial.txt 1) action (Required)
a. signPdf :- pdf signing
B Test_Dsigner.html b. verifyPdf:- pdf verification
=2 . signForm:- form signing.
) . verifyForm:-  form verification
B username_password.txt . generatePublicKey:-  public key generation (.p7b)
. pdfEncrypt:- Sign and Encrypt
. pdfDecrypt :- Decrypt, verify
. pdfDecryptSign:- Decrypt, verify and Sign

Eg:-
i. action=signPdf

2) input (Required)
a. {0,pdf_bytes}

i. input={0,"bytes"}
. {1,pdf_offline_path}

i. input={1,"C:/Users/xyz/Downloads/test.pdf"}

. {2,pdf_online_path}

input={2,” http://528 qdcdn com/39217125 downloads/test pdf*}

Eg:-
i. Input=(3,"name="hari'|class=8|roll:1"} # 3 for string

. In the case of ‘signForm'

3) signPage (Required when pdf signing only)



24) Below are examples demonstrating how to sign a PDF.

< c

@ File file:///C:/Devraj/digital-signature... & Yt £ Incognito (2)

@ Microsoft Wor... 4 / 6 = 63% B & &

Examples of signing the pdf:-

action=signPdf
input=(2,"http://s28.q4cdn.com/392171258/files/doc_downloads/test.pdf"}
signPage=all

coordinates=400,100,600,200

location=Kathmandu

textStamp=1"

stamp={2,"https://\ X imag patro.png"}
qr={2,"https://api.qrserver.com/v1/create-gr-
code/?size=150x150&data=public_link_to_open_and_verify_this_doc"}

qrX=90
qQrY=90
output={"C:/Users/devra/Downloads/dev.pdf"}

// Signing again using another certificate (Double Sign)
action=signPdf
input=(1,"C:/Users/devra/Downloads/dev.pdf"}
signPage=all

coordinates=400,300,600,400

location=Kathmandu

textStamp=0
output={"C:/Users/devra/Downloads/dev1.pdf"}

25) Here, we have used the above example to sign a PDF using the Test_Dsigner.html file. When
you enter all the APl parameters correctly and click the 'Sign' button, the Dsigner popup will
appear showing the certificates you previously installed. If the popup does not appear, you
can check the logs by opening the Dsigner icon in the system tray to identify the problem.

InputData :

FormSign

Output signedData :

action=gignPdf

input={2,"http://s28.g4cdn.com/392171258/files/doc_downloads/test.pdf"}

signPage=all

coordinates=400,100,600,200

location=Kathmandu

$extstane=1

stamp={2, "https://www.hamropatro.com/images/hamropatro.png"}
qr={2,"https://api.qgrserver.com/vl/create-qr-code/?size=150x150&data=public_link_to_open_and_verify_this_doc"}

arx=9e

gry=9e B Dsigner Client — X
output={"C:/Users/deyra/Downloads/dev.pdf"}
Common Name Valid From Valid To
ssyam 2025-06-09 2026-06-09
Test1 2024-12-26 2026-12-26

Light ~
©2024 Radiant




26) If everything is correct, you will see the output in the 'Output signedData' section in JSON
format. You need to save the 'message' value, but first decode it using a Base64 decoder to
get the PDF bytes. Save these bytes as a .pdf file to obtain the signed PDF. If you provide the
output parameter and path location, the sighed PDF will also be saved automatically at
that location; however, this is an optional parameter.

action=gignPdf
input={2,"http://s28.qg4cdn.com/392171258/files/doc_downloads/test.pdf"}

signPage=all
coordinates=400,100,600,200
location=Kathmandu
InputData : bextotane=1 .
stamp={2, "https://www.hamropatro.com/images/hamropatro.png"}
qr={2,"https://api.qrserver.com/vl/create-qr-code/?size=150x150&data=public_link_to_open_and_verify_this_doc"}
grx=9e
gry=9e
output={"C:/Users/deyra/Downloads/dev.pdf"}

| FormSign

{"status": "success", "message": a
"JVBER1OxLjcKIcK1wrYKC]EgMCBYYmoKPDWvVH1WZSODYXRhbGINnL1BhZ2VzIDIgMCBSPj4KZW5kb23qCgoyIDAgb2IqCjw8L1R .
5cGUVUGFNZXMvQ291bnQgMS9LaWRzWzMgMCBSXT4+CmVuzZG9iagoKMyAwIG9iago8PC9UeXB1L1BhZ2UvTWVkaWFCb3hbMCAWIDY
XMiA30TJdL1IvdGFOZSAwL1I1c291cmN1lczw8L1hPYmplY3Q8PCOmekZybTAgMTMgMCBSL2Z6SW1nMCAXNCAWIFIVZnpIbWexIDE
1IDAgUj4+PJj4vUGFyZW50IDIgMCBSLONVbnR1bnRzIDE2IDAgUj4+CmVuzZG9iagoKNCAWIG9iago8PC9UeXB1LOZvbnQvU3VidH1
WZS9UcnV1VH1WZS9GaXJIzdENoYXIgMzIVTGFzdENoYXIgMzIvV21kdGhzWzI1MFOVRW5jb2RpbmevV21uQWSzalVuY29kaWsnLed
hc2VGb256L1RpbWVZzTmV3Um9tYW4vRmOudER1c2NyaXBOb3IgNSAWIFI+PgplbmRvYmoKCjUgMCBVYmoKPDwVVHIWZS9Gb250RGYV
2Y3JIpcHRvci9Bc2N1bnQgODkxLONhcEhlaWdodCAWLOR1c2N1bnQgLTIXNi9GbGFncyAzNC9Gb250QkJveF stNTY4ICOzMDcgMIA
yOCAXMDA3XS9Gb250TmFtZS9UaW11c051d1IvbWFulLe1leYWxpYeFuZ2x1IDAVU3R1bVYgMD4+CmVuZG9iagoKNiAwIG9iago8PCO
UeXB1LBZvbnQvU3VidH1wZS9UcnV1VH1wZS9GaXIzdENoYXIgMzIVTGFzdENOYXIgMTE3L1dpZHRoc1syNzggMCAWIDAgMCAWIDA
gMCAWIDAgMCAWIDAgMCAYNZzggMCAWIDAgMCAWIDAgMCAWIDAGMCAWIDAGMCAWIDAGMCAWIDAgMCAWIDAgNZ Iy IDAgNJEXIDAgMCA
WIDAgMCAWIDAgMCAWIDY2NyAwIDAgMCA2MTEgMCAWIDAgMCAWIDAgMCAWIDAgMCAWIDAGNTU2IDAGNTU2IDYXMSAINTYgMCAWIDY
XMSAyNzggMCAwIDAgODg5IDYXMSA2MTEgMCAWIDAgNTU2IDMzMYyA2MTFdLOVuUY29kaW5nL1dpbkFuc21FbmNvZGluZy9CYXNIRmS
udC9BcmlhbCxCb2xkLOZVbNREZXNjcmlwdGOyIDcgMCBSPj4KZWS5kb23qCgo3IDAgb2IqCjw8L1R5cGUVRMOUdERLICc2NyaXBob3I
VQXNJZW50IDKkwNS9DYXBIZW1naHQgMCIEZXNFZWS50ICOYMTEVRMxhZ3MgMzIvRmOUdEICb3hbLTYyOCAtMzc2IDIWMzQgMTAQOF@
VRMOudEShbWUVQXIpYWwsQm9sZC9IdGF saWNBbmdsZSAWLINOZWIWIDEZMz4+CmVuZG9iagoKOCAWIG9iago8PC9UeXB1LOZvbNQ
vU3VidH1wZS9UcnV1VH1wZS9GaXJzdENoYXIgMzIVTGFzdENOYXIgMTIXL1dpZHRoc1syNzggMCAWIDAgMCAWIDAgMCAWIDAGMCA
wIDI30CAWIDI30CAWIDAgMCAWIDAgMCAWIDAgMCAWIDAgMCAWIDAgMCAWIDAGMCA2N] cgMCAWIDAGMCAWIDAGMCAYNZzggMCAWIDA
gMCAWIDAgMCAWIDCYMiAwIDAgMCAWIDAgMCAWIDAgMCAWIDAGMCAWIDAGNTU2IDUINIAIMDAGNTU2IDUINiIAYNZggMCAINTYgMII w
yIDAgMCAYMjIgODMzIDUINiIAINTYgNTU2IDAgMzMzIDUWMCAYNZggNTU2IDUWMCAWIDAGNTAWXSOFbmNVZGluZy9XaWSBbnNpRWS 4

Output signedData :

Thank You.



